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C ase  N um ber: M CA 1805-U S-08-3  

 

T h is is  a  gen era l a dv iso ry fo r yo u r in fo rm a tio n on ly . M a sterCa rd In tern ation a l accepts no  resp on sib ility  fo r th e  

a ccu ra cy  o f th is  in fo rm a tio n and  a dvises M a sterCa rd m em b ers to  ob ta in  sep a ra te verification . A ny  a ction (s) 

ta ken  b y a M a sterCard m em b er ba sed  o n th is in fo rm ation is  entire ly at th e m em b er's  o w n  d iscretio n .  

 

B a ckgro un d  In fo rm a tio n:  

 

The  M asterC ard  Fraud  M anagem ent departm ent continues its  investigation  of possib le  account data  

com prom ise  events in  the  U n ited  States (the  "A D C  Eve nts"), as  prev iously  reported  in  M asterC ard  A lerts 

case  num bers M C A 1805-U S-08 dated  D e cem ber 18, 20 08 and  M C A 1805-U S-08-2  dated  January  8 , 2009. 

 

A s prev iously  reported , M asterC ard  has concluded  tha t the  m agnetic stripe  data  of M as terC ard  accounts  

m ay have  been  com prom ised. 

 

The  prev ious M asterC ard  A lerts case  num bers M C A 1805-U S-08 and  M C A 1805-U S-08-2  con ta ined  the  

paym ent account num bers of M as terC ard  accounts  th at had  an  e levated  risk  of potentia l fraud  as a  

resu lt o f the  A D C  Events. M asterC ard  determ ined  that these  accoun t num bers w ere  used  in  transactions 

at m erchants loca ted  in  the  U n ited  Sta tes betw een M a y 16, 2008  and  A ugust 19 , 2 008. 

 

D uring  the  course  of  the  ongoing  investigation  and  risk rem ediation  e fforts, M asterC ard  has determ ined  

that add itional M asterC ard  acco unts have  an  e levated  risk  of potentia l fraud  as a  resu lt o f  the  A D C  

Events. 

 

Th is M asterC ard  A lerts notification  conta ins the  paym ent acco unt num bers of  add itional M asterC ard  

accounts  that M asterC ard  be lieves to  have  an  e levated risk  of potentia l fraud  as a  resu lt o f the  A D C  

Events. M asterC ard  has determ ined  that these  a ccoun t num bers w ere  a lso  used  in  transactions a t 

m erchants located  in  the  U n ited  States betw een M ay 16, 2 008  and  A ugust 19 , 2 008. M agnetic stripe  

counterfe it fraud  has  been  reported  o n  som e of the  accounts conta ined  in  th is M as terC ard  A lerts 

notification , prim arily  on  accounts issued  by  custom ers located  in  the  U n ited  Sta tes and  C anada. The  

reported  fraud  has prim arily  occurred  at m erchan ts lo cated  in  the  U n ited  Sta tes (C a liforn ia , A rizona, and  

Illino is) and  C anada in  the  fo llow ing  M C C 's: 5411 (G rocery  Stores, Superm arkets), 5 944 (C lock, Jew elry , 

W atch  and  S ilverw are  Store), 554 2 (Fue l D ispenser, A utom ated), 55 41 (Serv ice  Stations) and  53 10 

(D iscount Stores). 

 

M asterC ard 's investigation  is  ongoing. M asterC ard  w ill continue  to  m onitor and  a ttem pt to  rem ediate  

risk  associated  w ith  these  A D C  Events. A t th is tim e, no  decision  has been  m ade  regard ing  

im plem entation  of the  issuer re im bursem ent cla im  process. If M asterC ard  determ ines it is  appropriate  

to  com m ence  an  issuer re im bursem ent cla im  process, issuers w ill be  notified  via  a  G lobal Security  A lert. 



In  add ition , M asterC ard  m ay d isclose  add itional account num bers be lieved  to  be  at risk  as part  o f our  

ongoing  investigation . A ny such  subsequent d isclosure  a lso  w ill be  com m unicated  v ia  M asterC ard  A lerts. 

 

A n  issuer's account num bers m ay appear in  one  or m ultip le  of the  M asterC ard  A lerts. 

 

C ustom ers are  encouraged  to  assess the ir ind iv idual s ituation  and  exercise  appropriate  procedures to  

address potentia l risk . 

 

C ustom ers are  encouraged  to  store  the  account num b ers d istributed  in  th is and  any  add itional 

M asterC ard  A lert in  a  read ily -accessib le  m anner for future  re ference . C ustom ers shou ld  a lso  store , for 

future  re ference , the  Issu ing  M em ber ID /ICA  num ber under w hich  th is M asterC ard  A lert w as rece ived . 

 

For add itional in form ation  regard ing  A ccount D a ta  C om prom ise  Events, p lease  re fer to  section  10.3  of 

the  M asterC ard  Security  R u les and  P rocedures m anual. 

 

D isc laim er Inform ation  

Th is in form ation is p rovid ed as an ad visory service only . It is in ten d ed so le ly for th e ad dressee. A ccess to th is 

in form ation  by an yon e  e lse is u n au th orized . If you  are n ot th e  in ten d ed recip ien t, an y d isclosu re , cop yin g , 

d istr ib u tion or an y action  taken  or om itted to  be  taken  in relian ce on it, is proh ibited an d m ay b e u nlaw ful. Th e  

au th or an d  M asterCard  In tern ation al accep t n o resp on sib ility  for the  accuracy o f th is in form ation n or an y 

su b seq u en t in vestigative  action or oth erw ise  taken  by an y in d iv idu al m em ber b ased on  the  in form ation p rovid ed 

h erein . Th is advisory is b ased on  in form ation p rovid ed to M asterCard In tern ation al b y acq uirers, m erch an ts, an d 

law  en forcem en t. M asterCard  In tern ation al accep ts n o resp on sib ility  for th e accu racy of this in form ation an d  

ad vises M asterCard m em b ers to  ob ta in sep arate  verification . A n y action (s) taken  b y a M asterCard  m em ber b ased  

on  th is in form ation is en tirely  at the  m em b er's ow n d iscretion .  


